Abstract The rapid growth of network based IT systems has resulted in continuous research of security issues.
Introduction
The rapid growth of network in information systems has resulted in the continuous research of security issues.
One of the research areas is probe intrusion detection that many companies have adopted protect their information The main objective of the paper is to improve the accuracy of intrusion detection by reducing false alarm rate and minimize the rate of false negative by detecting unexpected attacks. In an open network environment, intrusion detection rate is rapidly improved by reducing false negative errors rather than false positive errors. We propose a network based probe detection model using the fuzzy cognitive maps that can detect intrusion by the DoS attack detection method. A DoS attack appears in the form of the probe and syn flooding attack, which is a typical example. The syn flooding attack takes advantage of the vulnerable 3-way handshake between the end-points of TCP [4] [5] [6] [7] . The proposed NePID [8] captures and analyzes the packet information to detect syn flooding attack. Using the results of detection module, which utilizes the fuzzy cognitive maps, the detection module measures the degree of risk of the DoS and trains the response module to deal with attacks [6, 7] .
The rest of this paper is organized as follows. The background and related work is summarized in Section 2. 
Related work
Previous studies of DoS attack detection can be Effectiveness of this scheme can be measured by the rate of the normal packet which is survived in the packet filtering. Among these schemes, attack prevention has to recognize how DoS attack is performed and detect attack pattern using predefined features [13] . Therefore, when a new attack detection tools are developed, new features that detect the pattern of attack needs to be defined. A DoS attacked traffic is quite difficult to distinguish from legitimate traffic since packet rates from individual flood source are usually too low to catch warning by local administrator. Thus, it is efficient to use inductive learning scheme utilizing the Quinlan's C4.5 algorithm approach to detect DoS attack [14] . Inductive learning systems have been successfully applied to the intrusion detection. Induction is formalized by inductive learning using decision tree algorithm which provides a mechanism for detecting intrusion. The key idea of this approach is to reduce the rate of false errors. The false error rates of the known intrusion detection schemes are summarized in Table 1 .
As shown in Table 1 [ Table 1 Pr(x):x's probability Using the above state variables, the total degree of abnormality for a packet can be calculated as in (2). 
NePID Architecture
The NePID architecture consists of network-based intrusion detection system and monitoring tool as shown in Fig. 1 [5, 9] . As monitoring tool(Z-monitor 1.0), a protocol analyzer(Wireshark 1.0.5) is used, whereas the detection system(Intel core2duo E4500, 2G Memory)is directly connected to the router(Cisco 1750), which interconnects 100Mbps LANs. The NePID algorithm is obviously implemented on the detection system. According to the KDD'99 competition results, the best rate of the Bernhard's true positive is known as 97.1% [15] .
[ Comparing Bernhard's true positive rate with that of NePID, we realized that the result of NePID is as good as Bernard's. In addition, the false negative rate of the proposed scheme, 2.936%, is considerably smaller than that of the Bernhard's, 3.91%.
[ Fig. 4 ] Detection rates of DoS vs Probe In order to evaluate the performance from the viewpoint of resource usage, system resource usage of the NePID is compared to that of Synkill, which is a well-known syn flood attack detection tool developed by
Purdue University [16] .
[ Fig. 5 ] Comparison of system resource usage 
Conclusions
In this paper, we proposed a network based intrusion In addition, system resource usage of the NePID is compared to that of Synkill, which is a well-known syn flood attack detection. The proposed NePID outperforms Synkill in system resource usage and time delay. The better performance results from the fact that the NePID is basically a probe detection scheme which is activated in advance for false errors. For further research, the NePID detection method needs to be extended to general purpose intrusion detection system.
